
QUESTION - An individual problem statement which will award points for a correct answer submission. Each question will 
have its own type of submission, which may include a �ag, a string, or a number.

CHALLENGE - A group of questions with a shared theme or artifact. Eg. a group of questions regarding a single log �le.

MODULE - A group of challenges with a shared topic. Eg. all of the challenges regarding log analysis.

FLAG - A sequence of characters that is sometimes used as the solution for a question and is analogous to a valuable piece 
of information on a system. A �ag is often used for demonstrating information ex�ltration and will have the format: 
"SKY-????-????" where the �rst set of question marks are upper case letters and the second set are numbers. Eg. 
SKY-ABCD-1234

ATTEMPTS - The number of submissions that are allotted for a challenge. A challenge may have several questions, so the 
pool of submissions is shared with all of the questions in a given challenge. Both a correct and an incorrect submission will 
count as a single attempt.

POINTS - A unit of scoring used to represent a player or team's ability to solve questions correctly. Points are used primarily 
to determine ranking but can also be used to purchase hints. 

ACCURACY - A measure used to represent a player or team's ability to answer questions without making mistakes. Accuracy 
is calculated as "total correct attempts / total attempts". The point value of a question is not a factor in accuracy. Accuracy is 
used as the 2nd tie breaker, after points.

RANK - The relative position of a player or team with the rest of the competitors. The rank of 1 is the best rank obtainable. 
Rank is calculated by ordering the competitors �rst by highest points, then by highest accuracy, then by earliest time of last 
correct submission. 

OPEN SOURCE INTELLIGENCE - Utilize publicly available information such as search engines, public repositories, social 
media, and more to gain in-depth knowledge on a topic or target.

SCANNING - Identify and use the proper tools to gain intelligence about a target including its services and potential 
vulnerabilities.

ENUMERATION AND EXPLOITATION - Identify actionable exploits and vulnerabilities and use them to bypass the security 
measures in code and compiled binaries.

PASSWORD CRACKING - Identify types of password hashes and apply various techniques to e�ciently determine plain text 
passwords.

TRAFFIC ANALYSIS - Identify malicious and benign network tra�c to demonstrate an understanding of potential security 
breaches.

LOG ANALYSIS - Utilize the proper tools and techniques to establish a baseline for normal operation and identify malicious 
activities using log �les from various services.

WIRELESS SECURITY - Identify the security posture of wireless networks from network captures.  

CRYPTOGRAPHY - Identify techniques used to encrypt or obfuscate messages and leverage tools to extract the plain text.

WEB APPLICATION SECURITY - Identify actionable exploits and vulnerabilities and use them to bypass the security 
measures in online services.

TERMS TO KNOW


